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Abstract. Business Process Management is considered an essential strategy to 
create and maintain competitive advantage by streamlining and monitoring 
corporate processes. While the identification of critical success factors for the 
management of business process related projects has been addressed by some 
research projects, the risks associated with these projects have received 
considerably less attention. This is a concern: Although BPM projects contain 
phases that relate to traditional software development and deployment projects, 
the application of risk mitigation strategies found in software engineering 
ignores the subsequent process management phases that follow upon the 
implementation and automation of processes. This paper provides an overview 
of risks associated with BPM projects along the phases of the BPM lifecycle. 
After a classification of the risks identified with individual lifecycle phases and 
transitions we discuss four strategies to deal with these risks: avoidance, 
mitigation, transfer, and acceptance. The outlook of this paper discusses how 
assessment frameworks such as CobIT and COSO can be applied to risk 
management in the context of BPM.  

1   Motivation 

The specification and improvement of corporate processes is a measure that helps 
functional organizations improve the hand-off points of work items between 
departments. After the majority of the 1990s reengineering projects put business 
processes at the center of reorganization strategies, process management has more 
recently been realigned with continuous improvement efforts that go back to the Total 
Quality Management initiatives of the 1980s, and continuous improvement efforts 
that have their roots in W. Edwards Deming’s work in the 1950s.  

Business Process Management covers the lifecycle of process discovery, 
specification, implementation, execution, monitoring and controlling. While corporate 
reorganization often focuses on the makeup of structural entities such as departments 
and divisions, the core processes enacted to deliver products are services tend to 
remain a core binding element for organizations. Consequently, structuring 
organizations around business processes is a popular topic both in management and 
the technical literature. A study conducted by Grover indicates that, even with 
enormous time and investment devoted, 7 out of 10 surveyed business process 
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projects failed [1]. Such a high failure rate implies that in addition to understanding 
what should to be done in process reengineering projects, the avoidance of things that 
should not be done deserves equal attention. We are particularly interested in 
describing the risks that endanger the success of business process projects, such as 
those listed in [2, 3].  

In this paper, we describe specific risks that BPM projects are exposed to along the 
BPM lifecycle. Based on four risk management strategies we discuss the options that 
a BPM project manager has in dealing with these risks. Finally, we outline the role of 
existing frameworks such as COSO and CobIT in identifying existing risks and 
planning for their mitigation. 

2   Business Process Management 

The general notion of the term business process is widely understood, but there exist 
almost as many definitions of the term as there are authors writing about the topic. In 
general, processes transform input into output along a path of activities, which may 
invoke or consume resources such as people or materials. Depending on the position 
of the process within the corporate supply chain, core and support processes can be 
distinguished. Core processes (sometimes called identity processes) are the main 
value-creating pipelines of an organization; they are triggered by interaction with 
external parties such as suppliers or customers, and their output is directed at 
consumers outside the organization. Support processes are mainly internal to an 
organization, and enable the execution of core processes. They do not produce results 
that are of direct value to customers or suppliers. To formalize these notions we 
propose the following definition of a process: A process is a sequence of activities 
that is necessary to manipulate an object of economic interest to the organization, and 
that achieves a specific goal. The components of a process are both the structure of 
the process (i.e. the control flow among activities, data flow dependencies, and 
business rules that cover constraints in the execution of the process), its goals, as well 
as ancillary elements such as resources, input and output. 

Management in general is a cross-sectional function that controls the use of 
resources and choreographs the operational activities of the enterprise. Management 
functions follow a lifecycle of planning, organizing, staffing, directing and 
controlling, and budgeting. Business Process Management is the application of this 
management cycle to an organization’s business processes. While Business Process 
Management has gained interest in industry over the last few years (compare e.g. [4]), 
its roots are not new. For instance, Levin proposed the ideas of automatic process 
control in physical processes to office work in 1956 [24]. 

Zairi and Sinclair see BPM as “a structured approach to analyze and continually 
improve fundamental activities such as manufacturing, marketing, communications 
and other major elements of a company’s operations” [5]. Elzinga et al. emphasize 
that no matter how continuous improvement is performed, it must be based on the 
quality of products and services that will be evaluated by the customers. 
Consequently, they define BPM as “a systematic, structured approach to analyze, 
improve, control, and manage processes with the aim of improving the quality of 



456 M. zur Muehlen and D.T.-Y. Ho 

products and services” [6]. Harmon echoes this idea: “BPM refers to aligning 
processes with the organization's strategic goals, designing and implementing process 
architectures, establishing process measurement systems that align with 
organizational goals, and educating and organizing managers so that they will manage 
processes effectively” [7].  

The above definitions all point to the core task of Business Process Management: 
To create alignment among the individual process components input, output, 
resources, process structure, and process goals. If such alignment is achieved, the 
overall process performance of the organization should increase both in terms of 
process quality (e.g. less waste, idle time, rework) and quantity (e.g. shorter cycle 
times, faster adjustment to environmental changes). Alignment is seldom achieved 
through a one-time process. Instead, an iterative approach in form of a continuous 
process management lifecycle helps organizations achieve, maintain, and improve the 
quality of their processes. This lifecycle is shown in figure 1. 

 

Fig. 1. Business Process Management Lifecycle 
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The process lifecycle starts with a definition of organizational and process goals, 
and an assessment of environmental factors and constraints that have an effect on the 
business processes of an organization. The purpose of the following process design 
phase is the identification of those processes an organization wishes to analyze, 
redesign, and/or automate. The details of these processes are specified and mapped 
using (semi-)formal modeling methods. Before processes are designed or redesigned, 
it is necessary to identify and clarify variables that will influence the process design. 
Internally, these variables include the purpose and deliverables of the process, known 
limitations of the process and the affected organization. External variables reflect the 
influence of outside parties such as suppliers, customers, competitors and 
governmental agencies. The completeness of the goal specification and the 
organizational analysis defines the parameters and thus the constraints for the desired 
process design.  

During the process implementation phase the specified process models are 
transferred into the operational environments which can either be manual (e.g. via 
procedure handbooks) or automated (e.g. via BPM or workflow software). Finally, 
individual process instances are derived from the process specification and executed; 
their performance is monitored in real time. For the purpose of process control and 
improvement, audit trails produced during the process enactment and monitoring 
stages can be used in the evaluation stage. During this stage data from multiple 
process instances is aggregated to discover temporal trends and design flaws. 
Feedbacks and contingency plans for process improvement can be formulated based 
on the results of process measurement and evaluation. 

3   Risks and Risk Management 

In classical decision making theory, risk is conceived as “reflecting variation in the 
distribution of possible outcomes, their likelihoods, and their subjective values” [8]. 
By this definition, risk can be expressed mathematically as “the probability of 
occurrence of loss/gain multiplied by its respective magnitude.” [20] The Project 
Management Institute defines risk as “an uncertain event or condition that, if it 
occurs, has a positive or negative effect on a project objective” [23]. Since risks are 
commonly associated with negative outcomes [8], the distinction between risks and 
problems often remains unclear. Charette claims that a risk is not a problem, but at 
most a “potential problem” that may result from making a particular decision. To 
some extent “risk is the probability of unwanted consequences of an event and 
decision” [10].  

3.1   Risk Management 

The purpose of risk management is to “reduce or neutralize potential [risks], and 
simultaneously to offer opportunities for positive improvement in performance.” [22] 
A general risk management framework is composed of 3 main action phases: 
identification, analysis, and control [3]. In practice, the risk identification phase is 
typically conducted by an expert group through brainstorming or techniques such as 
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fault tree or event tree analysis, cause consequence analysis, or failure mode and 
effect analysis. 

Risks are caused by uncertainties [12], thus it is often difficult to frame risks in a 
precise fashion. One way to do so is to characterize risks using properties such as 
impact, probability, time frame, and coupling with other risks [12]. Four risk-handling 
strategies are suggested in the literature: mitigation [13], avoidance, transfer, and 
acceptance /assumption [14], table 1 summarizes these strategies in detail. 

Table 1. Risk Management Strategies 

RISK MGMT. 
STRATEGY DEFINITION EXAMPLES 

Mitigation 

To reduce the probability of a risk and/or the 
impact that an occurrence of the risk may bear. 
Risk limitation aims at the implementation of 
controls that dampen the effects of risk 
occurrences, while not completely alleviating 
them. 

• Standardized 
process routing 

• Formalized 
exception 
handling  

• Complete kit 
processing 

• Collaboration, 
checks & balances 

Avoidance 

To eliminate the probability of a specific risk 
before its occurrence. This strategy is normally 
realized by trading the risk for other risks that 
are less threatening or easier to deal with. 

• Process redesign 

Transfer 

To shift risk or the consequences caused by the 
risk from one party to another. Also called 
“risk sharing”. Risk transfer may involve the 
purchase of an insurance policy, or the 
outsourcing of risky project parts. 

• Process 
Outsourcing 

• Insurance Policies 

Acceptance/ 
Assumption 

To adapt to the risk when it becomes a 
problem. The enactment of a risk contingency 
plan is required in this strategy. 

• Adaptation to 
regulartory 
requirements 

3.2   Common Taxonomies of Risk in Enterprise Projects 

The notion of risk in enterprise projects has been dealt with extensively in the 
academic literature. The most popular taxonomy of risks in enterprises looks at the 
risk context. Typically, a business entity is always threatened by natural risks, human 
risks, and environmental risks [14]. Similarly, in the field of business process 
management projects, risks can be categorized into three groups: people risks, 
management risks, and technical risk [3]. Nevertheless, Davenport points to 
organizational/human resources and information technologies as two major enablers 
of process innovation [15]. This implies that the enablers of process innovation can 
produce negative impacts on businesses if they are not managed properly. 

In their model of risk factors in Enterprise Systems implementations, Scott and 
Vessey add external business context to the risk factors identified above [16]. They 
suggest that risks can produce a positive impact on businesses if they are well 



 Risk Management in the BPM Lifecycle 459 

managed within the organization and if the organization is able to react to outside 
changes. In Sumner’s research, the general risk context is broken down into smaller 
groups: skill mix, management structure and strategy, software system design, user 
involvement and training, technology planning, project management, and social 
commitment [17]. Figure 2 provides a taxonomy of risk that was derived from the 
above sources and a review of risk management literature as provided in [25]. 

 

 

Fig. 2. Taxonomy of risk properties 

Risks may originate either from within the organization, or they may be caused by 
external factors. In the case of BPM projects, examples for these cases are a lack of 
BPM capabilities among the members of the project team, or the choice of an external 
supplier that is unable to deliver the required technology. The likelihood of a risk 
occurrence can range from certain risks, in which case error handling procedures 
should be in place, to improbable risks. The effects of risk can vary in severity. Some 
risks may jeopardize the entire BPM effort (e.g. loss of executive support) while 
others are just a delayed recognition of minor risks, such as documentation or 
governance issues. The area affected by risk ranges from financial aspects, technical 
capabilities, functional capabilities, to organizational issues. Risks do not materialize 
by themselves, but they reflect the outcome of some (intentional or unintentional) 
mistake. Such mistakes can be caused because the necessary skills are absent, i.e. the 
project staff is lacking training in the tools and methods applied. They may happen 
because the knowledge to manage a new context is absent, i.e. if the project staff does 
not recognize the context of a problem to find an appropriate solution. And finally, 
the project management rules may force participants to work in a particular fashion 
that is not suited to mitigate a given problem, in other words, policies and procedures 
did not allow for proper risk mitigation. 
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4   Risks Specific to BPM Projects 

While the lifecycle shown in figure 1 is the depiction of an ideal continuous process 
management strategy, its execution is subject to numerous risks that need to be 
managed. Some of these risks occur within the phases of the lifecycle, while others 
are specific to the transition between two phases. 

The following table lists common risks encountered in and between these phases. 
The majority of the risks identified lie in a) a mismatch of methods employed in the 
different phases of the process lifecycle, b) a lack of clarity who is responsible for the 
individual phases or their results, and c) a mismatch of process design, automation, 
and evaluation objectives (i.e. goal mismatch). Managers of BPM projects should pay 
particular attention to these areas. 

The lifecycle-based classification of risks in BPM projects is useful from a 
managerial perspective, as it allows BPM project managers to address specific risks 
that relate to the current phase of the BPM project, there is some overlap among risks 
that occur across different lifecycle phases. In order to identify these risks, a more 
functional classification of BPM project risks is needed. These functional categories 
cluster risks that have common antecedents, e.g. a lack of training, general project 
management skills, or technology choices. By managing the common root causes of 
these risks, a BPM project manager may be able to control more effectively risks that 
affect several lifecycle phases. 

 

Table 2. Lifecycle-specific Risks in BPM Projects 

Lifecycle Phase BPM-specific Risk 

Analysis 

• Conduct analysis without a view on enterprise/process/task 
strategy 

• Failure to define process goals/values in a language 
understandable for process stakeholders  

• Overemphasis of technical variables 
• Failure to relate systematic/organizational risks to the analysis  
• Analysis language is not capable to represent observed process 

semantics 

Analysis  
Design 

• Failure to properly map analysis outcomes to design models  
• Loss of information during the mapping processes 

Design 

• Implementation modeling languages are not capable to represent 
desired process semantics 

• Design using incompatible modeling technologies  
• Lack of communication between process designers and process 

stakeholders 
• Designers ignore the organizational perspective of process design  
• Risk handling mechanisms are missing in the design 
• Modelers use different levels of abstraction 

Design  
Implementation 

• Wrong translation from process models to implementation plans  
• Mismatch of design method and implementation 

method/perspective 
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Implementation 

• Lack of a high level implementation view (for executives)  
• Lack of process management knowledge at the management level 
• Overemphasis on technical issues  
• Resulting models do not fit the current infrastructure  
• Resulting models do not fit the current organizational structure  
• Failure to relocate resources (plans for transformation) 
• Failure to rearrange/reassign roles and responsibilities to process 

stakeholders (instantiate process management) 
• Process stakeholders assume they know the new processes and 

their roles without review of the redesign 

Execution 

• Lack of communication and a common language among 
stakeholders  

• Resistance from stakeholders to perform process-oriented 
activities  

• Stakeholders take too long to adapt to process-oriented work style  
• Stakeholders are unable to collaborate across organizational 

boundaries 
• Stakeholders feel uncomfortable under process-oriented leadership  
• The composition of stakeholders changes during the runtime  
• System is unstable in the runtime environment  
• Service vendors merge or go out of business  
• New regulatory requirements make current process practices 

illegal 

Monitoring 

• Lack of monitoring strategies, plans, objectives, and methods  
• Stakeholders/Laws prohibit process transparency (monitoring)  
• Flawed monitoring information produced by stakeholders  
• Absence of a precise information filtering policies  
• Monitoring without a qualitative perspective (i.e. numerical focus)  
• Monitored objectives differ from original design objectives 

Monitoring & 
Execution  
Controlling 

• Information overload of monitoring recipients  
• Failure to translate raw audit data into useful information  
• Lack of management in merging multiple information channels  
• Unrecorded human interference in the process  
• Failure to report critical issues to allow timely response 

Controlling 

• Missing standards for evaluation policies/methods 
• Controlling objectives are different from process design objectives  
• Misinterpretation of audit data 
• Missing link from audit data to business data  
• Failure to relate the evaluation to strategic and external variables 

Controlling  
 Design 

• Lack of well-defined feedback mechanisms  
• Inability to recognize problems from process evaluation 
• Failure to derive contingency plans form the evaluation  
• Controlling and process improvement conducted by different 

stakeholders 

The following table contains a classification of risk categories that we 
subsequently apply to the risks listed in table 2. The risk categories described in this 
table are based on a review of the related literature discussed earlier. 
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Table 3. Risk Classification 

Risk Factor Definition 

Method 
Lack of understanding or misuse of methods in the planning, 
design, implementation, enactment, evaluation phase.  

Communication  
Lack of communication among BPM stakeholders and participants. 
This Includes conversations, meeting, training, reporting, and 
communication in all other forms [3, 17, 18] 

Information 
Absence of information efficiency, effectiveness, security, 
flexibility for both transfers between lifecycle phases and process 
monitoring and controlling efforts. [17, 18] 

Change 
Management 

Inability to manage/perform changes [1, 3, 17, 18] 

System / 
Technology  

Failure of system/technology implementation due to the 
system/technology’s nature or through improper human interference 
[1, 17, 18] 

Leadership / 
Management 

Failure to display strong leadership and/or proper project 
management [1, 3, 17] 

Resource / Skill  
Lack of desired resource/skill sets or the misuse of resources/skills 
[1, 3, 17, 18] 

Strategy  
Failure to define vision, goals, functions of all BPM stakeholders, 
participants, and components involved [1, 3, 17, 18] 

Table 4. Mapping of BPM Risks to Risk Taxonomy 

Risk Factor Life-Cycle Risks 

Method 

• Invalid process analysis/design methods [1], [2] 
• Invalid mapping methods (problem to solution, solution to 

implementation) [1, 2], [2, 3] 
• Invalid process modeling methods [2, 3] 
• Invalid process implementation methods [3] 
• Invalid evaluation methods [5]  
• Inconsistency of evaluation/measurement methods [5], [6] 
• Invalid feedback mechanism [5, 2] 

Communication 
• Miscommunication of goals [1,2] 
• Lack of communication among stakeholders [ALL] 
• Hidden assumptions in design and implementation [1,2,3] 

Information 

• Misusage of information [1,2], [4,6], [5] 
• Inadequate information [ALL] 
• Invalid information [1, 2], [2, 3], [5, 2] 
• Invalid information conversion [6, 5] 

Change 
Management 

• Failure to redesign jobs/functions [1, 2] 
• Failure to perform necessary changes [2]  
• Inability to recognize problems [5, 2] 
• Inability to react to designated changes [ALL] 

System / 
Technology 

• Lacking technology acceptance [ALL] 
• Misusage of technology [ALL] 
• Lack of technology flexibility [ALL] 
• Lack of technology compatibility [ALL] 
• Lack of technology scalability [ALL] 
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Leadership / 
Management 

• Lack of leadership/management [ALL] 
• Inconsistency of leadership/management [ALL] 
• Absence of leadership/management [ALL] 

Resource / Skill 
• Absence of resource/skill [ALL] 
• Misusage of resource/skill [ALL] 
• Inability to use resource/skill [ALL] 

Strategy 
• Inaccurate strategic definition [ALL] 
• Unclear strategic definition [ALL] 
• Absence of strategic definition [ALL] 

Now that we have established a classification for different types of risk, we can 
map the BPM-specific risks from the previous section to these categories. The 
numbers behind the lifecycle specific risk example denote the lifecycle phase in 
which the risk was identified [1=organizational analysis, 2=design, 
3=implementation, 4=execution, 5=monitoring, 6=controlling]. 

A look at table 4 shows that while some of the categorized risks apply to specific 
lifecycle phases and transitions, all of the risks associated with the categories 
system/technology, leadership/management, resource/skill, and strategy affect all 
phases of the BPM lifecycle, i.e. they are orthogonal to the progress any BPM project 
makes through the lifecycle. Consequently, a BPM project manager should address 
these orthogonal risks prior to the start of the project, while risks in the other 
categories are specific to individual lifecycle phases, and may lend themselves to a 
deferred mitigation approach. 

5   Other Approaches to Risk Management: ERM and COBIT 

Kliem claims that risk management should consist of three actions: risk identification, 
risk analysis, and risk control [3]. By the same token, Peltier suggests a complete risk 
management lifecycle that should include the following key concepts: analysis, 
design, construction, test, and maintenance [14]. In either case, there is consensus that 
a lifecycle concept is essential and fundamental to risk management.  

ERM is a framework designed by the Committee of Sponsoring Organizations of 
the Treadway Commission (COSO) that helps businesses assess and enhance their 
internal control systems. The term “internal control system” includes all policies and 
procedures that an organization adopts to achieve management’s objective of ensuring 
the orderly and efficient conduct of business [11]. COSO defines ERM as “… a 
process, effected by an entity’s board of directors, management and other personnel, 
applied in strategy setting and across the enterprise, designed to identify potential 
events that may affect the entity, and manage risk to be within its risk appetite, to 
provide reasonable assurance regard in the achievement of entity objectives” [11]. 
COSO claims that in order to minimize the impact of risks risk management must 
address four major areas: strategy, operations, reporting, and compliance. In addition 
to these areas, eight individual risk components have to be reviewed. These are the 
internal environment, objective setting, event identification, risk assessment, risk 
response, control activities, information and communication, and monitoring.  
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Fig. 3. COSO Enterprise Risk Management Framework (left) and CobIT (right) 

COSO’s ERM has been broadly adopted by businesses since the Sarbanes-Oxley Act 
was ratified 2002. The act requests businesses to assure the quality of financial reports 
as well as the existence and adherence to internal control policies. 

The Control Objectives for Information and related Technologies (CobIT) created 
by the IT Governance Institute (ITGI) is a set of audit-oriented guidelines that helps 
businesses improve their IT governance [19]. ITGI believes that effective 
management of information and related technology infrastructure will improve 
business performance. In addition to the effective and efficient delivery of 
information, IT governance is charged with realizing risk management by improving 
information security, accountability, and integrity. The CobIT Framework consists of 
four high level control objectives: Planning and Organization, Acquisition and 
Implementation, Delivery and Support, and Monitoring. With regard to the individual 
components within these objectives, ITGI has adopted the COSO ERM framework. 
However, only five of the original eight components are applied by ITGI: Control 
environment, risk assessment, control activities, information and communication, and 
monitoring. The COSO framework is based on the assumption that during the 
implementation of CobiT control objectives, business entities will be able to identify 
risks that endanger the usage of information throughout the organization and further 
mitigate these threats before they result in financial or organizational damages. 

Both COSO ERM and CobIT are useful frameworks that can guide the actions of a 
BPM project manager to structure risk recognition and mitigation activities. While the 
ERM framework is more comprehensive in the sense that it lists individual risk areas 
in more detail, the CobIT framework is more closely aligned with the lifecycle 
concept that guides most BPM efforts.  

6   Summary and Outlook 

In this paper we have discussed risks that are part of the Business Process 
Management Lifecycle. Based on an analysis of risk taxonomies in the academic 
literature we have classified risk factors that can be associated with the individual 
phases of the BPM lifecycle. The majority of risk factors identified relate to the 
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composition of a BPM project: The selection of stakeholders, mismatches between 
design and implementation methods, and the mismatch of organizational, process, 
implementation, and evaluation goals and metrics. By mapping the lifecycle risks to a 
functional framework we have shown that some risks are specific to individual 
lifecycle phases, while system, leadership, resource, and strategy-related risks affect 
the BPM lifecycle in its entirety. Our study shows that BPM projects are faced with 
risks both within individual lifecycle phases, as well as with risks during the transition 
between lifecycle phases. While we did not elaborate on practical risk mitigation 
strategies for BPM projects in this paper, our future work focuses on the mapping of 
these risks to activities within the COSO and CobIT frameworks. This continued 
effort will hopefully lead to practical risk mitigation strategies for BPM projects. 
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